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A. OVERVIEW 
 
1. This document seeks to present a robust and appropriate approach to risk management reflecting 

the categories identified in the Academies Financial Handbook and in the HM Treasury publication – 
‘’Management of Risk – Principles and Concepts’’. It underpins the statement on internal control and 
risk management that is within our Financial Procedures and must be included in the Trustees’ 
annual report. 

 
2. This document does not, in any way, reduce the corporate governance requirements placed upon us 

as a Trust, it provides an approach to the risk management process that is appropriate to our size. 
 
3. This document is not about imposing an additional process as the risks facing the organisation are 

already well considered and managed in the course of normal daily activities. However, it is useful in 
ensuring that we have considered all risks and activities adequately. The aim is to achieve an 
acceptable level of comfort using the available resource and for the Trust Board to be able to report 
sound arrangements in annual accounts. 

 
4.  Given the pressure on resources, we make use of available internal audit resources. We will use a 

group of trustees in the process to benefit from their experience of other organisations’ risk 
management processes, as well as their experience of the body itself. 

 
5. This approach is based upon the fact that day to day control of the body is restricted to a small team, 

who are well aware of, and involved in, the various functions of the body and the activities being 
undertaken. 

 
6.  The key starting point for the process is the strategic objectives of the Trust, as it is the risks to the 

achievement of these objectives on which the body should focus attention.  Risk management will 
be embedded into the ongoing planning and strategy process. We will seek to judge the significance 
of the risks we face and how much attention needs to be given to them. 

 
B.  OUR APPROACH 
 
Stage 1 - Preparation 
 
7.  Given the nature of the internal control system and the pressure on available resources, this 

approach aims to keep the time input required to a minimum. Meetings of senior officers will take 
place. The CEO and Operations and Finance Director take overall control of the risk management 
process and provide the Audit and Risk committee with all the relevant information in a timely 
manner. The Audit and Risk Committee advises the board of Trustees, who retain ultimate oversight 
and overall responsibility for risk management. 

 
8.  In order to share ownership of the process throughout the organisation other members of staff are 

consulted and other subcommittees may be required to input into the management if risk at the 
direction of the Board. The list of potential categories of risk that was in the Orange Book is 
reproduced at section C. 

 
Stage 2 – Risk Meetings 
 
9.  The objectives of risk meetings are as follows: 
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•  discuss and agree that all involved are satisfied with the list of risks; 
•  determine the appropriate response to each risk; 
•  assess existing controls and determine appropriate action; 
•  allocate responsibility for action; and 
•  agree future reporting and review procedures. 

 
10.  Taking each of the risks in turn, discuss and rate them in terms of likelihood and impact, e.g. 5 (high) 

to 1 (low). 
 
11.  With this exercise complete, the board needs to decide what their risk appetite is (see section D). 

This will determine what response the board wishes to make to each risk. For details of the different 
possible responses to risk see section E. 

 
12.  With the list of key risks and responses agreed, any controls that exist to mitigate the risks are agreed. 

The controls identified need to be assessed to determine whether they are an appropriate mitigation 
of the risks identified. The value for money of the chosen responses needs to be considered, i.e. it is 
as important to avoid over-control of minor risks as under-control of serious risks. 

 
13.  The assessment of controls will produce a list of actions required to produce an acceptable internal 

control system. Clear responsibilities should be allocated to these actions along with a deadline for 
the action to be completed and a scheduled date for review. 

 
Stage 3 – The Risk Register 
 
14.  A risk register pro-forma is completed (see section F). This is circulated to relevant members of the 

organisation. They provide further confirmation that the understanding of the risks and controls 
within the organisation is accurate. 

 
15.  A final version of the register is circulated to all members of the organisation so that they are aware 

of the risk management policy and the controls in place to limit exposure to risk. 
 
16.  Risk assessment is embedded into management and planning processes and not carried out as an 

isolated exercise. The risk register provides valuable input to the allocation of resources, in order to 
help factor risk into the business planning processes. 

 
Stage 4 – Ongoing Review and Reporting Mechanisms 
 
17.  Management should agree a timetable for continuing review of the risk register, bearing in mind that 

the key risks faced by the organisation may change and that the adequacy of the internal control 
system requires regular re-assessment. The Board of Trustees reviews the risk Register on an annual 
basis. 

 
18.  We report on risk management in the Trustees’ Report in our annual accounts. 
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C.  CATEGORIES OF RISK (Taken from the Academies Financial Handbook) 
 
19.  The table below offers a summary of the most common categories of risk. 

 

 Category of Risk Illustration / Issues to Consider 

External Risk – arising from the external environment, not wholly within the organisation’s control, but where 
action can be taken to mitigate the risk 

1 Political  Possible political constraints such as change of government or leaving the EU 

2 Economic Economic factors such as interest rates, exchange rates, inflation 

3 Socio Cultural Demographic change affecting demand for services; change of stakeholder 
expectations 

4 Technological Obsolescence of current systems; procurement and best use of technology to 
achieve objectives 

5 Legal / Regulatory  Laws and regulations which impose requirements (e.g. health & safety and 
employment legislation) 

6 Environmental The need for buildings to comply with changing standards (e.g. energy 
efficiency); the need for disposal of rubbish and surplus equipment to comply 
with changing standards 

Operational Risk – relating to delivery of current activities, and building capacity and capability 

7 Operations  Overall capacity and capability to achieve objectives; procedures employed 

8 Service / Project Delivery  Failure to deliver the agreed service 

9 Resources -  Financial  Availability and allocation of funding; poor budget management 

 - Physical  Security against loss, damage and theft of physical assets, and fraud including 
identification of areas which can be insured 

 - Human  Availability, retention, skills and capacity of staff 

 - Information Adequacy of information for decision making; security of information against 
loss, damage, theft and fraud 

10 Relationships  Threats to relationships with delivery partners; customer satisfaction; 
accountability (particular to Parliament) 

11 Reputation  Confidence and trust which stakeholders have in the organisation 

12 Governance Propriety and regularity; compliance with relevant requirements; ethical 
considerations 

13 Scanning Failure to identify threats and opportunities 

14 Resilience Capacity of accommodation, systems and ICT to withstand adverse impacts 
and crises; contingency planning and disaster recovery (e.g. fire, flood, failure 
of power supply, failure of transport systems) 

Change Risk – created by decisions to pursue new endeavours beyond current capability 

15 Public Sector Targets New targets challenge the organisation’s capacity to deliver 

16 Change Programmes Programmes for organisational or cultural change threaten current capacity 
to deliver as well as providing opportunity to enhance capacity 

17 New Projects Making optimal decisions/prioritising between new activities that are 
competing for resources 

18 New Policies Policy decisions creating expectations where the organisation has uncertainty 
about delivery 
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D.  ASSESSING RISK APPETITE 

20.  Risk appetite is the amount of risk to which the organisation is prepared to be exposed before it 
judges action to be necessary. Even risk as opportunity is surrounded by threats which potentially 
limit ability to exploit the opportunity, and for which an appetite in relation to the opportunity 
benefit has to be assessed. 

 
21.  Risk appetite is also about comparing the cost (financial or otherwise) of constraining the risk with 

the cost of exposure should the risk become a reality, and finding an acceptable balance. The fact 
that the resources available to control risks are likely to be limited means that value for money 
decisions have to be made – what resource cost is it appropriate to incur to achieve a certain level 
of control in respect of the risk? Apart from the most extreme circumstances it is unusual for good 
value for money to be obtained from any particular risk being completely obviated with total 
certainty. 

 
22.  Some risk is unavoidable, and not within the ability of the organisation to completely manage it 

down to a tolerable level. Contingency and business planning are included in the trust’s 
management of risk. 

 
23.  Risk appetite may be very specific in relation to a particular risk, or it may be more generic in the 

sense that the total risks which an organisation is prepared to accept at any one time will have a 
limit. 

 
Features of Identifying the Risk Appetite 
 
24.  In consequence every organisation has to identify its risk appetite. Decisions about response to risk 

have to be taken in conjunction with an identification of the amount of risk that can be tolerated. 
Any particular organisation is unlikely to have a single risk appetite. 

 
25.  The tolerable extent of risk will vary according to the perceived importance of particular risks. For 

example, tolerable financial loss may vary in accordance with a range of features including the size 
of the relevant budget, the source of the loss, or associated other risks such as adverse publicity.  
Where a particular risk can give rise to a number of effects, an effect of quite large financial loss may 
be acceptable whilst an associated effect of damage to health and safety may not be tolerable at all.  
Both the risk framework and the control responses therefore have to be considered in detail to 
identify the appropriate balance of potential realisation of risk against the costs of limiting that risk. 

 
26.  The most significant issue is that it is unlikely, except for the most extreme risks, that any particular 

risk will need to be completely and absolutely obviated. Identification of risk appetite is a subjective 
(rather than an objective or scientific) issue but nevertheless is an important stage in formulating the 
overall risk strategy. 

 

E.  RISK RESPONSES 
 
27.  Responses to risk can be divided into four response categories: 
 

Transfer: For some risks the best response may be to transfer them. This might be done by 
conventional insurance, or it might be done by paying a third party to take the risk in another way. 
This option is particularly good for mitigating financial risks of risks to assets. 
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Tolerate: The exposure may be tolerable without any further action being taken. Even if it is not 
tolerable, ability to do anything about some risks may be limited, or the cost of taking any action may 
be disproportionate to the potential benefit gained. In these cases the response may be toleration. 
This option may be supplemented by contingency planning for handling the impacts that will arise if 
the risk is realised. 
 
Treat: By far the greater number of risks will belong to this category. The purpose of treatment is not 
necessarily to obviate the risk, but more likely to take control action to contain the risk to an 
acceptable level. Such controls can be corrective, detective, directive or preventive (see glossary) 
 
Terminate: Some risks will only be treatable, or containable to acceptable levels, by terminating the 
activity. It should be noted that the option of termination of activities may be severely limited in the 
public sector when compared to the private sector; a number of activities are conducted in the public 
sector because the associated risks are so great that there is no other way in which the output or 
outcome, which is required for the public benefit, can be achieved. 
 
Take the Opportunity: this option is not an alternative to those above; rather it is an option which 
should be considered whenever tolerating, transferring or treating a risk. There are two aspects to 
this. The first is whether or not at the same time as mitigating threats, an opportunity arises to exploit 
a positive impact. The second is whether or not circumstances arise which, whilst not generating 
threats, offer positive opportunities – for example a drop in the cost of goods or services might free 
up resources for redeployment. 
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F. RISK REGISTER 
A risk is something that might happen to threaten the project. Mitigations are actions taken to reduce the chance of the risk coming to pass (probability, P) or how bad it will be if it does (impact, I). If a risk 
does come to pass, it becomes an issue and generally needs a contingency action to address it. Contingencies can be planned in advance but only undertaken when the issue occurs. Contingencies have 
been inserted below for all those risks where the post-mitigation rating is medium or high; in some cases, contingency is not feasible or affordable (financially or politically). The key risks are listed first in 
each section and highlighted in grey. 

 
 

 Risk Description Pre-
Mitigation 
Risk Analysis 

Mitigation Mitigation 
Owner 

Post 
Mitigation 
Risk Analysis 

Contingent and Current Actions 

P I R P I R 

Strategic and Reputational 

1 Performance of schools not 
improving sufficiently or quickly 
enough impacts on reputation of 
Trust 

M H H Prioritise school improvement, with a strong 
improvement model and high quality expertise. 
Focus on embedding monitoring and tracking systems 
and accurate assessment to allow Trust to be fully 
aware of issues, and address them accordingly. 
Use the CEO and other support effectively and allow 
them to focus on school improvement. 

CEO M H H Engage external consultancy to 
further drive improvement. 
Focus activity for HOS, including 
additional resources if needed. 
Implement academy business plan. 

2 Competition risk – other 
organisations competing for 
schools and not able to attract 
new joiners 

H H H Work with RSC, existing academies and other partners 
to proactively promote QET. 
Work with other providers to strategically plan aspects 
of provision where possible. 

CEO H M M QET is not set up as a competitive 
organisation.  Working proactively to 
bring on new joiners with support of 
RSC. 

3 Current approach by DfE is more 
cautious to the expansion of 
Trusts until they have a credible 
track record 

M M M Keep proactively engaged with DfE and RSC, providing 
regular briefings and updates. 

CEO L M M Regular contact with RSC and current 
support of measured expansion over 
time. 

4 Trust is not operating within its 
Articles of Association 

L L L Organisation structure is such that members will work 
with directors to ensure that this continues to be the 
case. 

Members L L L None required. 

5 Stakeholder risk – those within 
the Trust do not consider that the 

M M M Regular structure of meetings and development 
support is in place, particularly for leaders. 
Website provides greater clarity. 

CEO 
DO&F 

M L L QET to invest more time in 
promoting positive messages. 
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Trust provides a valuable high 
quality service 

Develop Quality Standard with staff. 

6 Messages going out into the 
public domain are not consistent 
with the QET messages 

M M M Branding and language guidelines to be agreed and 
circulated.  Draw-up Communication plans and shared 
with all relevant stakeholders 

CEO M L L Reviewed undertaking of our core 
values and vision.  More corporate 
approach being implemented via 
QET and academies websites. 

Organisational and Operational 

7 Staff performance issues not 
dealt with quickly and 
appropriately. 

H H H In-house procedures & HR function reviewed to 
ensure appropriately resourced and supported with 
expert advice from outside the organisation. 
Clear strategy and needs identified from academies. 

CEO 
HR 
Legal advisor 

M M M Staffing issues being addressed. 

8 Delegation risk – committees and 
Local Governing Boards not 
established with effective 
delegated authority. 

H H H Board structure and membership made very clear. 
Scheme of delegation reviewed annually. 
Regular meetings between LGB Chairs and Board 
Chair. 
Suitable training in place for LGBs.  

Chair 
LAB Chairs 
CEO 

M M M Scheme of delegation reviewed. 
Links between LGBs and Board 
established. 

9 Staff do not have sufficient time 
or experience to fully implement 
all the necessary processes of an 
efficient organisation. 

M M M Staffing structure under annual review and integrated 
approaches developed. 

CEO L M M Growth plan in place to allow for 
development of organisation over 
time. 
Capacity funding & Regional Growth 
secured. 

10 Recruitment and retention of key 
leaders and other staff within the 
Trust – succession planning 

M M M Put in place a dedicated programme of activity to 
identify future leaders. 
Running programmes for aspiring school leaders. 
Have clear career development route for leadership 
into senior roles within the Trust. 
Consider HR policies to make us an attractive 
employer, but also to allow movement of staff. 

CEO L L L HR Strategy to be completed. 
CEO now NNLE and Teaching School 
development. 
 
 

11 Management and Trustees 
unable to carry out their 
functions in the interests of the 
organisation. 

M M M Skills audit to ensure right mix for board. 
Maintain a register of business and pecuniary interests 
– deal with issues as they arise. 
Maintain code of conduct for trustees. 

Chair of 
Trustees 

L L L Skills audit complete and new Trust 
board recruitment nearing 
completion 

12 Trustees become too involved 
with management of the charity 
and are not independent. 

M M M Ensure responsibilities of The Trust Board are very 
clearly documented. 
Training identifies role clearly; members monitor. 

Chair L L L Effective recruitment and induction 
will mitigate against this. 
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13 Absence of key personnel such as 
the CEO, Operations and Finance 
Director and others leads to lack 
of oversight and monitoring. 

M M M Maintain links with other trusts and external providers 
who could provide cover. 
Ensure staff internally are aware of one another’s jobs 
and can provide cover. 
Identify plan for succession within the Trust. 

Services 
Staff 
CEO/DO&F 

L M L Current size of organisation makes 
cover difficult. 
Need to identify those in academies 
who can step up as required. 

14 Risk that information produced 
for trustees and senior 
management is not accurate or 
not in a format suitable for 
monitoring the performance of 
the Trust. 

M M M Chair and CEO regularly discuss contents of CEO’s 
report and other documents submitted to Board. 
Board challenge reports submitted. 
CEO holds regular briefings with Services staff to 
maintain view. 
Assessment and Finance information is clear, evidence 
based and moderated/audited across the Trust. 
Ensure that management information is provided in a 
timely fashion, during or soon after the period to 
which it relates. 
Board minutes recorded in such a way as to ensure 
that actions identified are followed up and completed. 
Board minutes also clearly record Board questioning 
and challenging rather than just accepting 
management information. 
Board to overcome the risk that too little management 
information is produced to facilitate informed decision 
making by calling for further and additional reports as 
required and commissioning pieces of work from 
executive directors and others. 

Chair  
Board 
CEO 
DO&F 

L L L CEO reports to Board will detail 
against Key Performance Indicators. 

15 
 

Communication and IT strategy 
not in place to allow effective 
working between academies 
 
 
 

   Regional Growth Funding and Sponsor Capacity 
funding included an amount for developing the  
strategy across the MAT 

    Upon receipt of Academy orders for 
the 3 primary schools  - implement 
review of IT and communication 
strategy using an external consultant 
with experience of working with 
MATS 

Financial 

15 Primary Schools joining the trust 
are financial vulnerable. 
 

M M M Implement a review of staffing structures. 
Headteacher Vacancy in Primary (RI Category). 
 

    Primary Executive Headteacher 
appointment across the trust on 
Academy Conversion. 
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 Appointment of a Head of School at 
2 x Primary converters. 
 
 
 

16 Numbers on roll at Trust 
Academies joining the MAT, 
impacting significantly on the 
ability to invest in improvements 
and long term sustainability. 

M M M Implement strong marketing and PR campaign 
supported by appropriate expertise. 
Engage regularly from the Trust Board downwards 
with the local community to build confidence and 
trust. 
Carefully monitor forecast admissions data, and 
manage budget and resourcing accordingly. 
 

CEO M M M Consider more structural measures. 
Overall the financial position of all 
schools remains a challenge and this 
will be kept under close scrutiny by 
the CEO.  Financial planning 
meetings to be held with all 
academies and all to set a balanced 
budgets for the next two years. 

17 Insufficient schools either choose 
to convert into the Trust or are 
required to be sponsored by the 
Trust threatening the long term 
viability of the Trust. 

M M M Have clear vision for the Trust that is consistently 
communicated. 
Have clear criteria for those schools for which QET is 
an appropriate solution. 
Have a clear and attractive offer for those types of 
schools we are looking to attract. 
Work closely with the RSC and wider school 
community. 
Work to develop a hub model that allows academies 
to be brought in as a local cluster. 

CEO L M M Vision and website reviewed and 
improved. 
On-going review of services offered 
for 3%. 
Service offer now much clearer on 
the website. 

18 Individual academy convertor has 
an in-year financial deficit. 

H M M Plan and put in place measures to increase pupil 
numbers and reduce costs in specific academies. 
Review of both pay and non-pay expenditure to 
deliver financial stability into the future. 
 
Due diligence shows a deficit at Stogursey Primary 
School – DO&F and CEO working with the school to 
achieve a balanced budget. 
 

CEO M M M On-going work with each academy to 
secure financial health in a 
challenging financial climate for 
education. 
 
NFF will bring additional funding to 
Somerset Schools all 3 primaries 
joining the trust will can by up to  3% 
in funding  
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19 Risk of financial loss due to 
changes in funding and impact of 
external political factors on this. 

M M M Maintain a clear knowledge of the direction of travel 
for education funding. 
Work with funding sources to bring in as much funding 
to the Trust as possible. 

DO&F M M M Academies are facing challenges in 
relation to funding as are schools 
nationally.  NFF formula for Somerset 
will bring increases in funding of   3.1 
% in 2018/19 and further  increases 
as the NFF is implemented in Year 2 
Work to ensure that sensible 
decisions are made in relation to 
staffing. 
Maintain budgets that are balanced. 

20 Insurance risk – Risk of financial 
loss/inability to replace items is 
insufficient. 

M M M Insurances are in place for premises, staffing and other 
contingencies. 
 

DO&F L L L Implement RPA insurance across the 
MAT when 3 primaries join The Trust 

21 Trust holding insufficient 
reserves. 

H H H Develop a clear reserves policy for Trust/Academies. 
All academies to have balanced budgets by 
2019/2020. 
Reserves to be built up by 2019/20 up to minimum 
level set by The Trust Board. 
Any additional reserves reinvested for good of 
outcomes. 

DO&F 
Board 

M M M Additional financial restraint needed 
in order to bring the budget into a 
healthier position. 
 
Further efficiencies and new ways of 
working to be identified across the 
trust  

22 Fraud discovered within the Trust 
which attracts bad publicity. 

M M M Stringent financial controls in place across academies. 
Central finance system reduces risk. 
Use of recognised internal and external audit 
functions. 

DO&F 
Board 

L L L Successful audits carried out to this 
point with very few issues raised. 
Independent scrutiny checks are 
undertaken to be extended to 
schools joining the MAT 
 

23 Supplier financial viability and 
ability to deliver a quality product 
in the timescales required. 

M M M Use of established suppliers. 
All suppliers set up on system. 
Quotes obtained as required. 
Payments made upon receipt of goods and services. 

Finance 
Manager 

L L L Current system in founding Academy 
to be established across the Trust. 
Current model with 3 primaries will 
see a centralisation of the finance 
function to ensure increased 
efficiency and best value in the 
procurement of goods and services. 
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24 Financial systems are not 
sufficiently robust to ensure the 
following are controlled: 

- Reconciliations; 
- Authorised access only; 
- Raising of invoices 

appropriately; 
- Authorisation of 

expenditure; 
- Income and expenditure in 

the wrong period; 
- Appropriate availability of 

cash; 
- Recovery of debt; 
- Appropriate response to 

tax; 
- Responding to changes in 

legislation; 
- Misappropriation; 
- Related party transactions; 
- Asset Management 

H H H Stringent financial controls in place across academies. 
Policy structure in place and regularly reviewed. 
Central finance system reduces risk. 
External audit delivers minimal items of concern and 
any that are raised are addressed promptly. 
On-going monitoring of internal controls carried out 
by recognised internal audit providers – again, matters 
raised are addressed promptly. 

DO&F 
FM 

M M M Audits have raised only minor issues 
and these have been addressed 
promptly. 
On conversion the 3 primary 
academy LGCs membership and 
interests will be reflected on 
websites in line with latest guidance. 
Current system of independent 
financial checks will be rolled out to 
the primary schools joining the Trust 
although in practice much of the 
finance function will be centralised. 

Compliance and Continuity 

25 That the Trust is not in line with 
legislation relating to: 

- Charities; 
- Taxation; 
- Data Protection; 
- Health and Safety; 
- Welfare; 
- Education 

H H H Advisors in place to support where there is 
information to be shared in relation to legal, HR, 
finance, safeguarding and health and safety. 
Subscriptions in place to receive regular flow of 
information in respect of legal changes. 
Audits in place within academies for range of aspects 
needing consideration. 
Headteachers and Consultants complete compliance 
checks to ensure all necessary information is in place. 

CEO M M M Regular legal support available and 
accessible as required. 
CEO and others access training to 
keep abreast of latest developments 
and expectations. 

26 Safeguarding arrangements are 
not fully in place. 

M H H Employ external auditors and advisers (PCC). 
Ensure provision of external training. 
Ensure all are aware of the responsibilities and 
requirements. 

HR Manager L H M Regular review of practice against 
policy to be implemented. 
Safeguarding policy revised again in 
line with KCSIE 2019. 
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27 Health and Safety issues occur M H M Health and Safety external consultant service in place 
(former LA H & S Manager).  Health and Safety audit in 
place on joining and regularly monitored and reported 
to Board.  Focus on addressing Health and Safety 
issues via CIF bids. 

DO&F L H M Health and Safety audits planned for 
new joiners and reported to Board. 

28 Fatality, serious injury or 
bereavement occur to a member 
of staff / pupil / third party 

M M M Health and Safety procedures in place as above to 
reduce likelihood of work related injury or death.   
Specialist resources and contingencies in place to deal 
with emergency situations, including local educational 
psychology teams, PCC and press officer. 

CEO 
FM 

L L L Strong links with PCC who provide 
emergency support in such 
situations. 
Support academies in being 
prepared. 

29 Potential impact of a natural 
disaster/uncontrollable event, 
e.g. fire, flood 

M M M Disaster Recovery Plan in place 
Ensure all academies have established links with local 
providers in case of emergency. 
Maintain links with cluster in case of emergency need 
for facilities. 
Work closely with Facilities Manager 

CEO 
DO&F 
FM 
 

L L L Disaster Recovery Plan needs review 
and better sharing with academies. 

30 Risk that financial information 
cannot be recovered in the event 
of a disaster or change of 
supplier. 

M M M Use of cloud-based technology ensures that 
information is always maintained in its most up to 
date format and that it is always backed up off-site. 
Local records are maintained and established provider 
ensures minimal risk in terms of supplier charges. 

DO&F 
FM 
CEO 

L L L System in founding Academy 
currently working well and no 
immediate risk.  New FMS cloud 
based system to be implemented 
across the trust to all consolidation 
and remote access of financial data. 
 
Training and Implementation plan in 
place 

31 Technological risk of information 
security, data corruption and out-
dated systems. 

M M M Use of recognised systems that have built-in 
safeguards and whose integrity is maintained. 

DO&F L L L Need to ensure virus protection and 
secure email continues. 
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G. GLOSSARY OF RISK TERMS (TAKEN FROM THE ACADEMIES FINANCIAL HANDBOOK) 
 

Assurance  
Gaining (independent) confirmation that the organisation’s governance, risk management and internal control framework is 
appropriate, adequate and achieving the effects for which it has been designed. 

Corrective Control A control designed to correct undesirable outcomes 

Detective Control A control designed to detect undesirable outcomes which have arisen 

Directive Control A control designed to ensure a particular outcome 

Embedding Risk Management Ensuring that the risk management strategy is reflected in the objectives and function of every level of the organisation 

Exposure The consequences, as a combination of impact and likelihood, which may be experienced by the organisation if a specific risk is realised. 

Horizon Scanning Systematic activity to identify changes in risk as early as possible 

Inherent Risk The exposure arising from a specific risk before any action has been taken to manage it 

Internal Control Any action taken within the organisation to manage risk, including the impact if the risk is realised and the frequency of it 

Impact The evaluated effect or result of a particular outcome actually happening  

Likelihood 
The evaluated probability of a particular outcome actually happening (including a consideration of the frequency with which the 
outcome may arise) 

Preventive Control A control designed to prevent an undesirable happening 

Residual Risk The exposure arising from a specific risk after action has been taken to manage it. 

Risk 
Uncertainty of outcome, whether positive opportunities or negative threats, arising from a combination of impact and probability, 
including perceived importance 

Risk Appetite The amount of risk that an organisation is prepared to accept, tolerate, or be exposed to at any point in time 

Risk Assessment The evaluation of risk with regard to the impact if the risk I realised and the likelihood of the risk being realised 

Risk Management 
All the processes involved in identifying, assessing and judging risks, assigning ownership, taking actions to mitigate or anticipate them, 
and monitoring and reviewing progress 

 


